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Recognize Different Types of Cybercrime
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Cybercrime: They Are Out to Get You—Personal
Cybercrime

* Harassment
— Cyberbullying: between two minors
— Cyber-harassment: between adults
— Cyber-stalking
= More serious In nature
= Stalker demonstrates a pattern of harassment
= Stalker poses a credible threat of harm
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Cybercrime: They Are Out to Get You—Personal
Cybercrime

Deposit

* PhIShing H Credit Department (magravalleycreditunion@gmail.com) Add te contacts 40211 Photos
— Email messages and IMs -
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Appear to be from someone with whom N
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Dear NVFCU custamer,

— Designed to trick you into providing
This is an important alert regarding your NVFCU account.
u S e rn am eS an d p aS SWO rd S You have exceeded the maximum number of log in sttempts allowed, As 3 resulft, we have temporarily disabled your account,

To uniock you account, please click the link below to verify your account:

* Pharming |
We take your security seriously, please help us confirm your identity and keep your account safe.
— Red i re CtS you to a phony We bSite even Thank you for being valued customer of NVFCU.

Sincerely,

If you type the URL i e

— Hijacks a company’s domain name

@ Pearson Copyright © 2019, 2018, 2017 Pearson Education, Inc. All Rights Reserved



Cybercrime: They Are Out to Get You—Social Network
Attacks

 Adware and other malware

» Suspicious emails and notifications
— Appear to be from a site administrator
= Asking for your password
= Threatening to suspend your account

* Phishing and "Please send money" scams
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Cybercrime: They Are Out to Get You—Social Network
Attacks

» Clickjacking
— Clicking on a link allows this malware to post unwanted links on your page

» Clickbaiting
— Gets you to click a link, driving traffic to a webpage

- Sharebaiting
— Sharing unverified posts
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Cybercrime: They Are Out to Get You—Social Network
Attacks

* Fraud
— Schemes that convince you to give money or property to a person
— Shill bidding is fake bidding to drive up the price of an item

YA!;'A(?O, Search

d 3 = B O [ FendNaticeionmilkiny -

4« & = MHoeete DAMover @ NotSpam == More v

Revin how you been? I hope everything is okay now. I've got some awesome news for you.
The Government is giving out money in your State for college.

The amount is $5,730% and its given to you in a check or you can have it direct deposited.
You can use this money for online courses

It only takes about a minute to check if you qualify.

Click here to get matched.
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Cybercrime: They Are Out to Get You—Social Network
Attacks

* [dentity theft

— The use of your name, Social Security
number, or bank or credit cards for
financial gain

— Keyloggers

= Programs or devices that capture
what is typed
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Cybercrime: They Are Out to Get You—Cybercrime
Against Organizations

» Hacking
— White-hat or “sneakers”

= Attempt to find security holes in a
system to prevent future hacking

— Black-hat or “crackers”
= Malicious intent
— Gray-hat
= |llegal but not malicious intent
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Cybercrime: They Are Out to Get You—Cybercrime
Against Organizations

« Hacktivism
— Hacking to make a political statement

- Data breach
— Sensitive data Is stolen or viewed by an unauthorized person

* Cyber-terrorism
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Differentiate between Various Types of Malware
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Malware: Pick Your Poison

* Different types of programs designed to be harmful or malicious
— Spam
— Adware and spyware
— Viruses
— Worms
— Trojan horses
— Rootkits
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Malware: Pick Your Poison—Spam and Cookies (1 of 2)

* Spam
— Spamming is sending mass
unsolicited emails
— Messages are called spam
— Other forms
= Fax spam
= [M spam
= Text spam
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Get Free Coupons for Toilet Paper - Get Free Coupons for Toilet Paper
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Malware: Pick Your Poison—Spam and Cookies (2 of 2)

» Cookies
— Installed without your permission
— Help websites identify you when you return
= Track websites and pages you visit to better target ads
= May collect information you don’t want to share

e Bl < |
Y boutsquirrels.net/#!/Jewelry/c/a506016/offset=08sort=normal Qg =

" . WELCONETO:
LS

Hello, Deb Geoghan  your acco
Jewelry
Category

Favorites | Sign Oul

Nesting Boxes
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Malware: Pick Your Poison—Adware and Spyware

- Adware
— Pop-ups or banner ads
— Generate income
— Use CPU cycles and Internet bandwidth
— Reduce PC performance
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Malware: Pick Your Poison—Adware and Spyware

* Spyware
— Malware

— Secretly gathers personal information
— Usually installed by accident
— Browser hijacker
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Malware: Pick Your Poison—Viruses, Worms, Trojans,
and Rootkits

* Virus - program that replicates
itself and infects computers

— Needs a host file

— May use an email program to infect
other computers

— The attack is called the payload
— Check to see if message is a hoax
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Malware: Pick Your Poison—Viruses, Worms, Trojans,
and Rootkits

* Logic or time bomb
— Behaves like a virus
— Performs malicious act
— Does not replicate
— Attacks when certain conditions are met
= An employee name is removed
= April Fool's Day
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Malware: Pick Your Poison—Viruses, Worms, Trojans,
and Rootkits

*Worms
— Self-replicating
— Do not need a host to travel
— Travel over networks to infect other machines
— Conficker worm
= First released in 2008
= Reemerged in 2010 with new behaviors
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Malware: Pick Your Poison—Viruses, Worms, Trojans,
and Rootkits

* Botnet
— Network of computer bots controlled by a master
— Fake security notifications
— Denial-of-service attacks
= Use excessive traffic to cripple a server or network
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Malware: Pick Your Poison—Viruses, Worms, Trojans,
and Rootkits

* Trojan horse
— Appears to be legitimate program
— Actually malicious
— Might install adware, a toolbar, or a keylogger, or open a backdoor
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Malware: Pick Your Poison—Viruses, Worms, Trojans,
and Rootkits

* Ransomware
— Malware that prevents computer use until a fine or fees paid
— Bitcoin is an anonymous, digital, encrypted currency
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Malware: Pick Your Poison—Viruses, Worms, Trojans,

and Rootkits

* Rootkit
— Set of programs

— Allows someone to gain control over system
— Hides the fact that the computer has been compromised

— Nearly impossible to detect
— Masks behavior of other malware
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Explain How to Secure a Computer
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Shield’s Up — Software

* Drive-by download

— Visited website installs a program
without your knowledge

* Firewall

— Hardware device that blocks
access to your network

— Software that blocks access to an
Individual machine

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Internet or a network.

l Q Private networks

Connected

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Notification state:

l o Guest or public networks

On

Block all connections to apps that are not on the list
of allowed apps
£  Shamrock

Notify me when Windows Firewall blocks a new app

Not connected

Networks in public places such as airports or coffee shops

Windows Firewall state:

Incoming connections:

Active public networks:

Notification state:

On

Block all connections to apps that are not on the list
of allowed apps

None

Notify me when Windows Firewall blocks a new app
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Shield’s Up — Software

 Antivirus program
— Protects against viruses, Trojans, worms, spyware

* Antispyware software
— Prevents adware and spyware from installing

* Security suite
— Package of security software
— Combination of features
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Shield’s Up — Hardware

* Router
— Connects two or more networks together
— Home router acts like firewall

* Network address translation
— Router security feature

— Shields devices on private network
from the public network Ce-seiroranz

d & & 10 20 30 42 @ O 8021108
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Shield’s Up — Hardware @ Sromvos

secured

ff. DIR‘E[CT]F8HP ENVY 4520 series

* SSID (service set identifier)
— Wireless network name (7 NETGEAR3G

Secured

Enter the network security key

*Wireless encryption | —

— Adds security by encrypting transmitted data You can also connect by pushing the button on

the router.

— WiI-FI Protected Setup (WPS) is one option Cancel

9/({- xfinitywifi

Paulal
7 Iauaohg

TR
rk settings

2"

Airplane mode
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Shield’s Up — Operating System

* Most important piece of security software

- Keep patched and up-to-date

@ Home Update status

I Find a setting | Updates are available,
« Definition Update for Windows Defender - KB2267602 (Definition 1.227.2071.0).

< Windows Update Downloading updates 0%

¥ Windows Defender Update history

T Backup
Update settings
D Recovery
Available updates will be downloaded and installed automatically, except over metered
© Activation connections (where charges may apply).
& Find My D Change active hours
ind My Device
Restart options
i For developers

Advanced options
Ry Windows Insider Program
Looking for info on the latest updates?

Learn more
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Practice Safe Computing
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An Ounce of Prevention is Worth a Pound of Cure—

User Accounts

* Three user account types
— Standard
— Administrator
— Guest

» User Account Control notifies you before
changes made to your computer

— Do not turn this feature off

» Malware tricks users into clicking fake
Windows notifications

Choose the user you would like to change

Viz Tech

N VizTech@outlock.com
RO Administrator
Password protected

Firstname Lastname

G OI goseries@outlook.com
S Administrator
Password protected

R mikeygee2016@outlook.com
Password protected

Add a new user in PC settings

Bailey Corgi
R baileycorgi@outlook.com
Password protected
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An Ounce of Prevention i1s Worth a Pound of Cure—

Passwords

Creating
Strong
Passwords

Use a mixture of upper- and
lowercase letters, and at uPLo
least one number

Use at least eight characters,
with at least one special
character

Don’t use any words that can be
found in a dictionary and don’t use 0
anything personally identifiable

Always change default
passwords and use different
passwords for different accounts
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An Ounce of Prevention i1s Worth a Pound of Cure—
Encryption

- Converts plain text into ciphertext

* Must have a key to decrypt it

&«

* Inbox - viztech2013@qrr

X & https://mail.google.com/mail/?tab=wm#inbox

Google

Gmail -

X

& More ~
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An Ounce of Prevention i1s Worth a Pound of Cure—
Safely Installing Software == -

Home Apps Games Music Movies & TV ° Search Je)

Google

Google Inc
P
W | .
. .
* Copies files to the computer
p p Screenshots
— The warld’s information at your fingertips. A familiar, fast, and precise way to find answers an
your Windows 10 device,
- Google Available on
* Alters settings . 2
pC
. .. €2 Share
™M L 2 - (
a2 @ o « 1
& LA |

Home Apps Game sic Search P
SoseRe R AT -
- Bug fixes.
Features
+ Gooale Searchbox - Type your search right  » Voice Search - Use your microphone to ask  » Image Search - Watch images load into a + Google Apps page - Access all your favorite
from the app home screen, o you can find Google anything and see the answer beautiful full window grid. Gaagle products fram within the 2pp with
the answers you need more quickly. instantly. just the tap of an icon.
System Requirements
Minimum Recommended
os Windows 8 or higher required v oS Windows 8 or higher required
Architecture X64 required Architecture X64 required v
Additional information This app has permission to do the following
Published by Age rating + Use your location Leam more
Google Inc m Everyone + Use your microphone Google support
Copyright © Google 2015 Uneestricted Intemet « Access your Internet connection Google website
More
Privacy and t
ﬁ:tgi?\ ok Installation Permissions info g ’:‘r"w“"'r"sm
2 Irstall on up to ten Windows 10 devices, OO0 & prIvacy o)
Microsoft ices Agreement
Approximate download size Supported languages
158 M8 Afrikaans, Albanian, Amharic, Arabic, Bangla,  Report this product
Basque, Bosnian (Latin), Bulgarian, Catalan, Tell Microsoft about inappropriate content
Chinese (Simphfied), Chinese (Traditionall,..
More
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An Ounce of Prevention 1s Worth a Pound of Cure—
Updating and Installing Software

* Protect yourself from downloading problems
— Only download from reliable sources

« Zero-day exploit
— Attack that occurs on the day an exploit is discovered, before the
publisher can fix it
*Bugs are flaws in the programming of software and are fixed by:
— Patch or hotfix
— Service pack
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An Ounce of Prevention i1s Worth a Pound of Cure—
Acceptable Use Policies (AUP)

_ _ Personal Acceptable
« Common in businesses and schools Use Policy

* Rules for computer and network users el

computing

* Depend on:

— Type of business
— Type of information

* Force users to practice safe computing
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Discuss Laws Related to Computer Security and Privacy
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The Law Is on Your Side—The Enforcers

* No single authority responsible for investigating
cybercrime

A

- Internet Crime Complaint Center (IC3) " i vou answer “ves To any oF e

FOLLOWING QUESTIONS, YOU MAY BE GETTING

— Place for victims to report cybercrimes SCAMMED!

_ I C3 . q OV the Internet, such as a car, boat, jewelry, etc? i

¢ Is it the result of communicating with someone by email? ':E.
PG

+ Did it arrive via an overnight delivery service? 204

- Re pO rtS p rOCESSGd an d fo rward ed to f" «+ Is it from a business or individual account that is different

from the person buying your item or product?

ap p ro p rl ate ag e n Cy % *+ Is the amount for more than the item’s selling price?

X Are you sending money overseas?

i S

< Did you win an international lottery you didn’t enter?

&

“ Have you been asked to pay money to receive an
inheritance from another country?

 Are you receiving a commission for accepting money
transfers through your bank and/or PayPal account?

@ To report an online crime, go to: @ ~
b - www.IC3.gov V|

DON’T BE A VICTIM OF IDENTITY THEFT!
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https://www.ic3.gov/default.aspx

The Law Is on Your Side—Current Laws

- Computer Fraud and Abuse Act
— Makes it a crime to access classified information

— Passed in 1986;: amendments between 1988 and 2002 which included
additional cybercrimes

- USA PATRIOT Act antiterrorism legislation (2001)
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The Law Is on Your Side—Current Laws

* Cyber Security Enhancement Act (2002)
— Provisions for fighting cybercrime

- Convention on Cybercrime Treaty
— Drafted by Council of Europe
— Signed by more than 40 countries
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Questions
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Copyright

This work is protected by United States copyright laws and is provided solely
for the use of instructors in teaching their courses and assessing student
learning. Dissemination or sale of any part of this work (including on the
World Wide Web) will destroy the integrity of the work and is not permit-
ted. The work and materials from it should never be made available to
students except by instructors using the accompanying text in their

classes. All recipients of this work are expected to abide by these
restrictions and to honor the intended pedagogical purposes and the needs of
other instructors who rely on these materials.
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